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Abstract 
This paper is a philosophic look at(view of) the promise and perils of cyber physical systems. It is not a doom and gloom view 
of the systems (It is overview of the current systems and their technologies), we believe in the bright and useful future of the 
cyber physical environments (systems?). However, looking at the history of technology in the recent past, the need of careful 
prescription to design systems that prevent the unforeseen less than positive side of technology. No matter how useful a 
technology is, the providers soon push burdensome “features” on to the unsuspecting user. 
Keywords: Cyber Physical, security 
1. Introduction 
When first researching the cyber physical systems[1][2], the view was how they could improve life. We targeted 
cyber physical systems usage for medial care and assistance to the disabled as sample problem spaces[3]. 
Increasing we live in a world which has the electronic second self [4]. The approach was steeped with all the usual 
altruism and desire to do good for humanity. This goal remains at the forefront of what many researchers wish to 
achieve. At the outset, we want to state that our views here in are not aimed as a criticism of the work of 
researchers in computer science; it is rather a reflection on the subtlety of the systems we build.  
This paper seeks to motivate the reasons and causes that are important to explore. These are contained in the side 
issues arising from systems, not in their direct goals. This may be a bit like history or philosophy, but the field of 
cyber physical needs a bit more of that presentation to understand the shortcomings. Then, the paper explores the 
possible ways cyber physical systems may provide solutions to the side issues. 
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2. Unintended Consequences 
We introduce our ideas by recalling the history of unintended consequences by some examples. Sadly, humans 
are much better at inventing than understanding whet their inventions will entail. 
Some years ago, then US Navel Captain Grace Hopper offered the comment that while Henry Ford might have 
envisioned a sports car, he would never have thought of shopping malls. Yet both became part of his legacy with 
automobiles. Further, it is worth noting that Ford was a champion of wanting the common man to explore and 
enjoy the US. He built cars that a common man could afford. 
The Internet was a project with it roots in the early 1960’s with Galactic Network of J. C. R. Licklider [5]. A 
recollection from one of the protocol developers who was a graduate student on the west coast, was that they 
expected the brains at BBN building the switches and the project leaders at ARPA knew what needed to be built. 
Instead, the graduate students were left to figure it out.  So arose telnet, FTP and mail, the first applications of the 
Internet. They became the base that the network was built on. Whole generations of professionals can’t remember 
what it was like not to have these as everyday tools. Likewise the protocol suite of the network evolved from the 
Network Control Protocol of pre 1980 to TCP/IP version 4. And today many only know of TCP/IP. Several 
observations come from the history. Most users gave it no thought that those three basic protocols passed password 
in the clear. It was years later that a systems admin informed me that I should use secure versions of these 
protocols. I knew the inside details of the protocols, but gave the security no thought at all. Security was the last 
thing on the minds that created the Internet. They were graduate students creating a research demonstration. The 
demonstration simply succeeded all too well.  TCP was the second protocol and yet, it too had no thought toward 
security. Security finally came in with IP version 6. And since there is a whole layer of network protocol and 
hardware below IP, the net is rife with security issues. Now our society must deal with the serious vulnerabilities of 
the network we have come to depend on. 
The browser is a more recent story; Tim Berners Lee has a marvellous idea about sharing scientific documents. 
There were other systems before, like gopher, but the browser and World Wide Web hit the big time. Licklider 
would have been proud! A key idea was the web would store content and let the browser worry about formatting, a 
perfect choice when the domain is scientific documents. Even better, when a browser could act to help the 
document view to a be in a form best suited for its user. The following history of browsers is entertaining to 
contemplate. The history is rich with fun examples. Starting with the issue of format, as the web grew; providers 
wanted to send content beyond scientific works, format became an issue. That has been quite an evolution all in its 
self. Then there is the issue of content, the web still provides great access to research, one of the research 
community’s lynch pins in the current world. But of course content spread to items for sale, services for sale, and 
the ubiquitous pornography industry. Hence the lesson that what uses arise over time are hard for the inventor to 
imagine from the onset.  
Worse of all, is resultant the vulnerabilities of systems due to the use of the web and browser. When one 
considers it, the number of issues to security due to browsers and web servers alone is large. Recall that the 
passwords were running around in the clear in the earlier days, this seemed to cause far fewer problems than the 
browser and web world. That may be more accident that real distinction. The web was a smaller world before the 
browser. The browser made the network work for most of society.  
One more result that should not pass notice is the directed advertising.  Some time back, an insurance IT person 
mentioned in passing that they had software that attempted to determine when a person might be trying to change 
vendors, so that sales staff could pounce. (He declined to describe how.) While this may be nice for the insurance 
company, it is also an intrusion into the life of an individual. Now days anything you look at on the web is likely to 
show up in an ad on some other site like Amazon.  You are being tracked, like it or not. Likewise recommenders 
seem like a nice idea, except they can clutter the user’s view of the space and constantly guide the user back to a 
limited focused view. (The author is the old school type who loved to browse libraries randomly and discover new 
delights). The authors believe that all technologist should examine this work and ask the questions about values, 
both the commercial value to a company and the personal values for the people who are subjected to it. 
3. Cyber Physical Systems 
For the purposes of discussion, a definition of cyber physical systems is useful, although perhaps redundant in 
the setting of the conference session. The definition used here is the distributed systems resulting from near field 
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communication to allow a large variety of devices to sense other systems in their close environment as well as 
Internet connectively providing a rich backbone of services. Near field communication is any form of commination 
that is restricted to about 2 meters. Our focus here is the mobile personal devices that move in the world at large 
and can use both forms of connectivity.  However, the interesting added functionality of interest here is the result of 
near field communication. The other observation about such a system is the inherent symbiotic and opportunistic   
nature of cyber physical systems. Over the last 40 years, systems have evolved from a single computing device, to a 
computing device with distributed terminals, to distributed but tightly coupled systems, to the Internet. The Internet 
brought a collection of computing resources and local computing systems that provide a user access to the network 
of resources. For the first time, connectivity is highly dynamic and not predetermined.  Cyber physical systems 
continue this trend by adding the dimension of space. The connectivity of cyber physical systems is limited by the 
locality of near field communication. This is not a limitation; it is a filter to access only the locally useful recourses. 
The Internet world is well represented on current cell phones. All can witness the growth in capabilities. Now 
watches seem to be on the horizons, Google glasses are experiments, and who knows what will come next. Can 
bionic implants be far away? While it is clear that a lot of nice applications are happening and more will follow. 
The question here is can anything be done to reduce the negative effects in Cyber Physical Systems, before they 
happen and before we know what their scope might be? 
Given the very loose definition of cyber physical systems, what kinds of things can be envisioned for its 
application? Much of what is envisioned here is the result of adding near field communication. The first interesting 
property is locality.  While it is true that GPS enable cell phones provide location, they also require a lot of 
background communication to find other local objects. Near field, by contrast, only locates a device that is close by 
and with a totally local communication that does not burden the larger network or require excessive computation. 
This is a very strong attribute that can be exploited with great utility for the user. 
Near field devices will range from simple, with limited computation capability, to devices that are rich in 
capability for computation and storage. Much of the current set of near field devices were designed for passive 
communication (e.g. RFID tags), however there is no reason to limit them to unpowered. Using near field for a 
door opener, for example, makes sense in locality and power is not an issue. 
A key device will likely be a personal device, for the moment think a phone, be the future will be wide open 
here and probably will move toward a bionic device that is attached to the person. Again recalling the writings of S. 
Turkle [4], we already live in a world that is partly in the electronic domain, the electronic second self, so there is 
reason to assume the merger of the two worlds will continue. Such a device forms a nexus between the near field 
and the Internet worlds. It can use the information from the Internet combined with the local near field devices. 
Further, the device is personal; it knows the individual in useful ways (and if we succeed, not in ways that others 
use without regard for the user’s personhood). What then are ways the authors consider useful? 
3.1 Cyber Physical’s Promise 
The authors have been thinking about the kinds of things we want from our systems. All of these involve user 
experience. That is, we foresee these systems as a way reengage personal interaction is a mass world. To think 
about what that must mean is to return to a past that no living person remembers.  
In the past, clothes, shoes and many other everyday items were custom made. While many of these items are 
still available as custom items, the cost is beyond that average.  The idea here is NOT that modern clothing and 
mass production are bad. Just that the past treated people as more individuals. However, having stated some of the 
bad features of recommender systems, let it also be noted that this is a step back toward the individual. With 
automated factories, custom tailored clothing may indeed become the norm again. In the near term, cyber physical 
systems should allow the user to experience the world of things provided by near field communication in ways that 
are consistent with the users preference. That means not being deluged by stuff the user does not want or can’t use.  
It also means well-defined and functional interfaces that enable ubiquitous and seamless operation. 
3.2 Medical 
The initial area the authors considered was medical and health. This was an area of interest before cyber 
physical was considered as part of the solution. With a growing aging population and the burgeoning cost of 
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medical care, a solution to assist the individual and at the same time provide higher quality care is a high value. As 
monitoring systems are evolved, it is becoming possible to constantly monitor the state of an individual. While this 
technology is not in the common market place, it is emerging [6]. It is a simple leap to using near field 
communication to tie the monitoring system to a personal device (e.g. cell phone). The next step is to personalize 
the device to have health information specific to the individual. Now, the monitoring system can be augmented 
with sensors specific to the individual, for example, pacemaker monitoring or heart monitor for heart disease 
patients, or diabetics monitoring. One can include automated medicine administration hardware. And finally, 
individual health records can be held locally in the device.  
The processing device will have Internet or phone access, so it can be used to summon help, access needed 
information related to health requested by the user, and even to take action when the user becomes unable to help 
themselves.  All of this is very well meaning and altruistic. However, in the prescriptions we must consider what 
could go wrong with such a system. 
3.3 Assistence 
Assistance is the topic of how the device can be used to provide help for the individual. This is a broad topic 
and a diverse area. Everyone can use assistance, but it is needed and desired is differing degrees. Thus, this 
becomes an area of tremendous customization. One can easily see how a static customization can be applied to 
select assistance based on physical or mental abilities. For example, doors can provide assistance by opening for the 
individual. For the physically handicapped, this can be a welcome help. However, for an able individual, this can be 
an unwelcome intrusion. But the world is not so simple; an able individual loaded down with packages may well 
want the door’s assistance. Assistance needs to be customized for individual needs, but also be able to monitor the 
user’s state and dynamically tune the customization. 
3.4 Service Location 
Service location referes to the use of near field to provide information about the local enviroment. GPS system 
now do a nice job of navagatng to locations and can even locate large features like stores, shops, points of interest. 
Near field communication offeres a complementary and significant addition to these services. Near field’s short 
range is tuned to micro features. It is also more tuned to people in a localized envoirment, than naviagton in the 
large, which GPS seems to serve well. Therefore, it can provide information about doors, naviagting inside a store, 
provide information at points of interest. In this appliaction, allowing longer range comminitaction that an RFID 
tag can be warrented, for example a store directory. This dovetails with assitence, locating a door and telling the 
user where it leads is also part of opening the door for a disabled user.  
3.5 Trouble in paradise 
This sounds great, but there are issues that will need to be given great care. Starting with medical, there are legal 
requirements in many countries that demand privacy for medical information. Indeed, the authors strongly endorse 
improved privacy for all personal data. The requirements for this vary country by country, sadly the police and 
justice people are very quick to look for ways to violate any privacy requirement, all of course in the interest of 
protection. The authors believe that new systems need to be built with privacy considerations from the start.  
All of the three areas listed offer an opportunity to the marketing world, the more they can learn about an 
individual, the more targeted they can make marketing offers.  The authors believe the design goals need to control 
the intrusion of the barrage of marketing, and to allow the useful part of it through. As will be seen this is not a 
complete elimination of marketing, but a different paradigm to make marketing work with the individual.    
4. The Prescription 
The goal of this prescription is to provide access and limit unwanted intrusion for the user of mobile devices in a 
cyber physical world, while ensuring the world of services can grow and expand. This needs to be designed in at 
the start and in a way that will be hard to subvert, all in all a hard design problem. Nor should the reader expect this 
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to be a finished topic here, rather that the authors hope to provide a start to the solution via principles to be 
achieved.  
The first principle that should be subscribed to is “offer push”. That is, in a cyber physical environment the 
user’s device may identify that a receiving object is in the reception field and even may be used to poll for what is 
around in the environment. Offer push is defined to mean that the service provider offers services to any device in 
range. This is different from the Internet mode of the user’s device requesting and searching for services, mostly 
under the users command. Here cyber physical has an interesting advantage over the Internet. That is all 
communication is in a restricted range and therefore suffers no congestion from the larger world. In this case, 
having devices in a local area shouting service offers does not cause issues that the same practice would on the 
Internet.  
However, this poll or listen mode shall not identify the device’s owner or reveal sensitive information.  The goal 
is to remain anonymous in the environment. The most that a device should offer is indication of the device type. 
This limits the tracking of users in cyber space.  It also becomes a first line of defense for the user’s private 
information. Indeed it treats all information as private. It is the intention that information from the user must be 
explicitly released; the default state for information should be protected. This has become a bane for the Internet 
world, that software and services are offered to the user and then used to infiltrate the users system and exfiltrate 
information. While that can be intended for benign purposes, for example, to help tailor offers for the user. 
However, once this chink in the protective amour is given, the reach of the exfiltration quickly tends to the 
unlimited. While it is not possible to defend the foolish user from themselves, it should at least be the guiding 
principle that the user must explicitly open the accesses. 
Passive devices, like RFID, provide a small challenge here. A passive device only responds when an RF field 
triggers it. There are two considerations here. First offer push does not preclude a user device from starting the 
interrogation by providing the field. The key from the view of offer push is to not give more information beyond, 
there is a device in your near field, make an offer. The second comment is a caution. One could make the 
assumption that a near field device that appears to be unpowered may in fact be hiding its capabilities for ill 
purpose. Therefore it should be treated with no more privileged than any other device. 
Service identification will require an extensible and open language. This needs to be hosted and owned by the 
community. It must provide a common set of service definitions available for any vendor to use, a public space for 
services. The public space is available to any vendor. The language shall allow any provider to have a private space 
to define new services and shall likewise allow any provider to offer these services. A private space can be 
restricted to the owner only or can be licensed to other vendors. Licensing will be an issue left to the design of the 
language. It is reasonable to envision a set of open services that any provider may supply and to have services that 
are restricted to a set of licensed vendors. The hope is that the provider community will value the open supply of 
services and that the user community will prefer the open services to the restricted ones. The language itself will 
likely be kept simple and compact to foster the minimum power and bandwidth for lower power devices. Of course, 
the instance one speculates on the limits to a technology, the technology advances to exceed them. Any doubt of the 
truth of the prior statement merely needs to look at the history of any 20’Th Century technology. 
The language itself needs to be parsimonious; the bandwidth should be used effectively. The language does not 
seem to require a user readable form, however, this is a trade off. The idea is to mostly offer service that the device 
understands and the device itself can provide needed user readable displays. (Note the similarity of this statement to 
the evolution of browsers.) This also works well with internationalization of the language, let the device deal with it 
and keep the service-offering device simple. This is not very extreme given that the user’s device can generally be 
expected to have Internet capability, so it can look up unknown services that are offered.  
When a device is identified in the near field and a service is offered, the interaction could simply terminate with 
no additional information interchange. However, then next stage could require some additional information 
interchange. The absolute simplest form is a simple acceptance of the offer. This may be enough for many services. 
In other cases, the negotiation may ensue to tune the request for the offered service. This is where the principle of 
least privilege needs to be carefully enforced. To make this function well, a priority structure of information value 
needs to be created and the user must choose how much information shall be exposed. The most protected level is 
personally identifiable information. The user should be guaranteed the right to remain anonymous. Some 
information will be essential to a service. Other information may be treated at varying levels of privilege, according 
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to user preference selecting how high a value to place on the information in advance. Secondarily, the user’s device 
may request the release of information on a case-by-case basis.  Thus rings of privilege need to be defined to help 
the user maintain a preferred level of security. The ring structure can be established by default at a reasonable level 
and can be refined by skilled users to further define privilege. 
An interesting side effect of refusing to identify the user is the protection of other information that is released by 
denying foreign systems the opportunity to aggregate a user profile. For example, if a door offers to open for the 
user, the user may wish to expose the fact that they are disabled and need the door to open. However, this is masked 
by the fact that some users may not be disabled, but still which the door to assist in opening. The difference 
between the cases is that the disabled user’s system will routinely ask to have the door opened, where the otherwise 
enable user may request this service sometimes and not others. A Cyber Physical world should enable these 
interactions. Alternatively, services that offer to narrate information will be used by disabled individual and by 
those who just want to be read to, not read.  
An interesting issue that becomes an exception to the protection of information is the heath care. [3]. In the prior 
work, the concept of a health care personal system was advanced. Here a careful design should modify least 
privilege, when a user device recognizes a crisis level situation, it could be able to summon help. Again, here the 
user should enable or disable this feature as a matter of user preference. Even here, the user identity can be 
preserved if the sensitive information is transmitted via encryption to trusted systems. The authors propose that the 
emergency service providers may have a Cyber Physical system that is able to query the user’s system using near 
field communication. This helps emergency service providers gain critical information at the emergency site. Even 
here, the authors argue the information is protected and not just thrown over the protections wall. One way to 
provide this protection would be the use of a one-time key given to the emergency providers by the user’s system. 
This would be sent with the help request. This would be a first factor, and additional second security factor is the 
protection of the encryption key that is held by the responders system acting as a one-time key. This is enabled by 
the use of near field communication, the system requires both factors and close proximity. It is only active when the 
user’s device or the user summons help.  
 
4. Conclusions 
This paper has not presented a complete solution for security issues in a cyber-physical system; indeed it is 
unlikely that a complete solution could be presented in a short paper. However, the principles here provide a basis 
that can be instituted as a basic and practical approach to protection of the individual’s identity and information. 
While not all parties believe as strongly in the protection of privacy, the authors ascribe to the view that the 
individual has the right to control their personal information. To that end, using push offering of services and 
allowing the user’s device to control information release is a solid first principle. Over that, enforcing least 
privilege and access further restricts what an external system can mine from the user. It is the author’s belief this 
should be built into the system at the most primitive level in order to set the proper direction and prevent end 
running the protections. Starting down this path now may allow the prevention of the security nightmare of the 
Internet. It is our hope that designers accept this call to design of a robust but protected Cyber Physical future. 
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